












 

Chapter 3.  General information and 
proprietary Acronis technologies 
3.1  The difference between file archives and disk/partition images 
A backup archive is a file or a group of files (also called in this guide “backups”), that 
contains a copy of selected files/folders data or a copy of all information stored on 
selected disks/partitions.  

When you back up files and folders, only the data, along with the folder tree, is 
compressed and stored.  

Backing up disks and partitions is performed in a different way: Acronis True Image Echo 
Workstation saves a sector-based snapshot of the disk, which includes the operating 
system, registry, drivers, software applications and data files, as well as system areas 
hidden from the user. This procedure is called “creating a disk image,” and the resulting 
backup archive is often called a disk/partition image. 

 

Acronis True Image Echo Workstation stores only those hard disk parts that contain data 
(for supported file systems). Further, it does not back up swap file information 
(pagefile.sys) and hiberfil.sys (a file that keeps RAM contents when the computer goes 
into hibernation). This reduces image size and speeds up image creation and restoration. 

 

A partition image includes all files and folders independent of their attributes (including 
hidden and system files), boot record, FAT (file allocation table), root and the zero track 
of the hard disk with master boot record (MBR). 

 

A disk image includes images of all disk partitions as well as the zero track with the 
master boot record (MBR). 

All Acronis True Image Echo Workstation archives files have a “.tib” extension by default. 

It is important to note that you can restore files and folders not only from file archives, 
but from disk/partition images, too. To do so, mount the image as a virtual disk (see 
11.2.2  Mounting an image) or start the image restoration and select Restore specified 
files or folders. 

3.2  Full, incremental and differential backups 
Acronis True Image Echo Workstation can create full, incremental and differential 
backups. 

A full backup contains all data at the moment of backup creation. It forms a base for 
further incremental or differential backup or is used as a standalone archive. A full backup 
has the shortest restore time as compared to incremental or differential ones. 

An incremental backup only contains data changed since the last full or incremental 
backup creation. Therefore, it is smaller and takes less time to create. However, since it 
does not contain all data needed to restore an image, all the previous incremental 
backups and the initial full backup are required for restoration. 

A differential backup creates an independent file containing all changes since the last 
full archive. Generally, data from a differential backup will be restored faster than an 
incremental backup, as it does not have to process through a long chain of previous 
backups. 
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Echo Workstation that only slightly differs from the complete version. For information on 
restoring damaged partitions, see Chapter 7.  Restoring the backup data. 

 

Be careful! Disk letters in standalone Acronis True Image Echo Workstation might 
sometimes differ from the way Windows identifies drives. For example, the D: drive 
identified in the standalone Acronis True Image might correspond to the E: drive in 
Windows. 

3.5  Acronis Backup Server 
Acronis Backup Server is an application for centralized storage and management of 
enterprise backup archives in accordance with the policies, set by an administrator. It 
ensures optimal usage of storage resources used for backup archives. Outdated archives 
will be automatically deleted; at the same time, the latest data recovery is always 
possible. In addition, Acronis Backup Server facilitates creation and executing group 
backup tasks. 

For information on how to install and set up Acronis Backup Server, see 2.3.3  Acronis 
Backup Server installation and setup. For information on how to manage Acronis Backup 
Server, see 4.5  Managing backup server. 

3.5.1  Backup locations 
Backup server is a networked computer where Acronis Backup Server is installed. A 
backup location is a storage area for backups on a local backup server hard drive.  

At installation, Acronis Backup Server creates one (default) backup location. The location 
has the following properties: 

Path: C:\Documents and Settings\All Users\Application Data\Acronis\BackupServer\ 
Backups 

Maximum backup location size: Unlimited 

Maximum storage period (days): Unlimited 

All backup data destined to the backup server will be saved in the default backup location.  

Because it may not be practical or efficient for you to store all backup data in one 
location, the backup server allows you to create as many locations as you need, each with 
its own properties. The three basic rules are: 

• any location, except for the default one, must be assigned to at least one user or 
computer 

• only one location can be assigned to a user or computer 

• the default location may not be assigned to a user or computer. There must be a 
default backup location on a backup server though. 

You can create a separate location for each user or computer while adding them to the 
backup server, distribute the users/computers between several locations, or assign the 
same location to all users/computers.  

Maintaining multiple small backup locations on a single disk does not allow for tracking 
changes in total disk space usage. At the same time, manual management of thousands 
of archives in a location may be a serious problem. Practice is the best criterion for your 
choice.  

You can move, clear or delete existing backup locations or edit their size limitations and 
storage period. 
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Finally, the image will be fully restored even if the user performs no actions at all. But if 
you choose to start working as soon as possible after the system failure, you will gain at 
least several minutes, considering that restoration of a 10-20GB image (most common 
image size) takes about 10 minutes. The larger the image size, the more time you save. 

3.6.3  How to use 
To be able to use Acronis Active Restore, prepare your system this way: (you can do it 
either locally, using Acronis True Image Echo Workstation local version, or remotely using 
Acronis True Image Management Console): 

1. Install Acronis True Image Echo Workstation local version or Acronis True Image Agent 
on the local computer. 

2. Create the Acronis Secure Zone on the local computer hard disk (see Chapter 9.  
Managing the Acronis Secure Zone). 

3. Activate Acronis Startup Recovery manager (see 3.4  Acronis Startup Recovery 
Manager) and create bootable media or RIS package with Acronis True Image Echo 
Workstation (see Chapter 10.  Creating bootable media). 

4. Back up (image) the local computer’s system disk to Acronis Secure Zone (see  

6.2  Backing up disks and partitions (image backup)). You can back up other 
disks/partitions as well, but the system image is mandatory. 

 

When performing Active Restore, the current Acronis True Image Echo Workstation 
version always restores the entire system disk. Therefore, if your system disk consists of 
several partitions, all of them must be included in the image. Any partitions which are 
missing from the image will be lost. 

If failure occurs, boot the local computer from the bootable media, or RIS server, or using 
F11. Start the recovery procedure (see 7.3  Restoring disks/partitions or files from 
images), select the system disk image from Acronis Secure Zone, choose Use Active 
Restore and in the next window click Proceed. In a few seconds the computer will 
reboot to the restored system. Log in and start work – no additional reboots or other 
actions are required. 

You can perform Active Restore running Acronis True Image Echo Workstation in 
Windows operating systems as well. However, it is mandatory to have bootable media in 
case Windows cannot boot. 

3.7  Acronis Universal Restore 

3.7.1  Acronis Universal Restore purpose 
A system disk image can be deployed easily on the hardware where it was created or to 
identical hardware. However, if you change a motherboard or use another processor 
version — a likely possibility in case of hardware failure — the restored system could be 
unbootable. An attempt to transfer the system to a new, much more powerful computer 
will usually produce the same unbootable result because the new hardware is 
incompatible with the most critical drivers included in the image. 

Using Microsoft System Preparation Tool (Sysprep) does not solve this problem, because 
Sysprep permits replacing drivers only for Plug-and-Play devices (sound cards, network 
adapters, video cards etc.). As for system Hardware Abstraction Layer (HAL) and mass 
storage device drivers, they must be identical on the source and the target computers 
(see Microsoft Knowledge Base, articles 302577 and 216915). 
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The bootable Acronis True Image Echo Workstation version cannot access archives 
created by the local version on locally attached tape devices.  
To be able to access archives with bootable media, please back up to Acronis Backup 
Server or back up to the local tape device using the bootable media. 

To enable backup to a locally attached tape device with Acronis True Image Echo 
Workstation local version: 

1. Install Acronis True Image Echo Workstation local version. 

2. Attach the tape device to the computer. 

3. Move cartridges from the Unrecognized or Import media pool to the Free pool 
using the Removable storage snap-in (Control panel -> Administrative tools -> Computer 
management -> Removable storage -> Media pools.) 

4. If the tape contains data, its contents will be overwritten on prompt. You have an 
option to disable prompts, see 6.3.14  Additional settings. 

5. When creating a backup task, you will be able to select the tape device from the list of 
destination devices. Filenames for backups are not needed when backing up to tape. 

6. [Tape drive] As soon as the tape is full, a dialog window with a request to insert a new 
tape will appear.  

[Tape library or autoloader] As soon as the tape is full, the program automatically draws a 
tape from the Free or Import media pool. The above request will appear if no tapes are 
found in either of these pools. 

You might experience short pauses that are required to rewind the tape. Low-quality or 
old tape, as well as dirt on the magnetic head, might lead to pauses that can last up to 
several minutes. 

3.8.4  Restoring data from archives located on tape devices 
Data recovery from archives located on tape devices is performed in the same way as 
with other storage devices. 

When recovering, you start the restore wizard, select the local tape device or tape device 
under the backup server, select the archive and the backup to restore data from. 

[Tape drive] You will be prompted to insert tapes required for restoring data from the 
selected backup. 

[Tape library or autoloader] The program finds the tapes and inserts them automatically 
in the right order. A prompt comes up if the required tape is not found. 

3.9  Viewing disk and partition information 
You can change the way data is represented in all schemes you see in various wizards. 

To the right are three icons: Arrange Icons by, Choose Details and i (Display the 
properties of the selected item), the last duplicated in the context menu invoked by 
right-clicking objects. 

To sort messages by a particular column, click the header (another click will switch the 
messages to the opposite order) or Arrange Icons by button and select the column. 

To select columns to view, right-click the headers line or left-click the Choose Details 
button. Then flag the columns you want to display. 
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If you click the i (Display the properties of the selected item) button, you will see 
the selected partition or disk properties window. 

This window contains two panels. The left panel contains the properties tree and the right 
describes the selected property in detail. The disk information includes its physical 
parameters (connection type, device type, size, etc.); partition information includes both 
physical (sectors, location, etc.), and logical (file system, free space, assigned letter, etc.) 
parameters. 

You can change the width of a column by dragging its borders with the mouse. 
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There is also an option to stop scanning network for newly connected computers. This 
can speed up operations with the computers already discovered. After the scanning is 
disabled, Acronis Group Server stops sending the packets, but the response may come to 
the packets already sent. Therefore, some computers may be added to the computer list 
after scanning is disabled. This is not a malfunction.  

 
To adjust the status refresh rate, connect the console to the computer where Acronis 
Group Server is installed and select Tools -> Options -> Network -> Status check 
interval.  

4.5  Managing backup server 
Before you start managing the backup server, be sure to read section 3.5  Acronis Backup 
Server stating the basic operating principles of this application. 

When connected to a computer where Acronis Backup Server is installed, click Acronis 
Backup Server management to display the following window. 
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Chapter 6.  Creating backup archives 
To be able to restore the lost data or roll back your system to a predetermined state, you 
should first create a data or entire system backup file. 

If you are not concerned about restoration of your operating system along with all 
settings and applications, but plan to keep safe only certain data (the current project, for 
example), choose file/folder backup. This will reduce the archive size, thus saving disk 
space and possibly reducing removable media costs. 

Backing up the entire system disk (creating a disk image) takes more disk space but 
enables you to restore the system in minutes in case of severe data damage or hardware 
failure. Moreover, the imaging procedure is much faster than copying files, and may 
significantly speed the backup process when it comes to backing up large volumes of data 
(see details in 3.1  The difference between file archives and disk/partition images). 

6.1  Backing up files and folders (file backup) 
1. Start the Create Backup Wizard by clicking on the backup operation icon in the main 
program window. 

2. Select My Data. 

3. From the tree pane, select files and folders to back up. You can select a random set of 
files, folders, partitions, disks and even computers. 

  

 

In order to restore your operating system, you must image the system disk or partition; a 
file-based backup is not sufficient for the operating system restore. 

4. You can exclude specific files from a backup by setting filters for the types of files you 
do not wish to back up. For example, you may want to exclude hidden and system files 
and folders or files with .~, .tmp and .bak extensions. 
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The “farther” you store the archive from the original folders, the safer it will be in case of 
data damage. For example, saving the archive to another hard disk will protect your data 
if the primary disk is damaged, but won’t be useful if the computer is destroyed in a fire 
or flood. Data saved to a network disk, ftp server or removable media will survive even if 
all your local hard disks are down. You can also use Acronis Secure Zone (see details in 
3.3  Acronis Secure Zone) or Acronis Backup Server (see details in 3.5  Acronis Backup 
Server) for storing backups. In those cases, you need not provide the file name. 

When backing up to Acronis Secure Zone, you have an option of dual destination backup. 
If enabled, the program will automatically place a copy of your backup archives on a local 
drive or network share as well as Acronis Secure Zone. See details in 6.3.12  Dual 
destination backup. 

Dynamic volumes are fully supported as a backup destination place. Acronis True Image 
Echo Workstation can access backup archives, created on dynamic volumes, in standalone 
(rescue) mode as well as under Windows control. 

 

See notes and recommendations for using the FTP server in 1.4.2  Supported storage 
media. 

6. If your choice was not Acronis Backup Server, select whether you want to create a full, 
incremental or differential backup. If you have not backed up the selected files/folders 
yet, or the full archive seems too old to append incremental changes to it, choose full 
backup. Otherwise it is recommended that you create an incremental or differential 
backup (see 3.2  Full, incremental and differential backup). 
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7. Select the backup options (that is, backup file splitting, compression level, password 
protection, pre/post backup commands etc.). You may select Use default options or 
Set the options manually. If the latter is the case, the settings will be applied only to 
the current backup task. Alternatively, you can edit the default options from the current 
screen. Then your settings will be saved as the defaults. See 6.3  Setting backup options 
for more information. 

 

8. Provide a comment for the archive. This can help prevent you from restoring the wrong 
files. However, you can choose not to make any notes. The backup file size and creation 
date are automatically appended to the description, so you do not need to enter this 
information. 

 

9. At the final step, the backup task summary is displayed. Up to this point, you can click 
Back to make changes in the created task. Clicking Proceed will launch the task.  

 

10. (For Acronis True Image Echo Workstation local version only) The task progress will 
be shown in a special window. You can stop the procedure by clicking Cancel. 

You can also close the progress window by clicking Hide. The backup creation will 
continue, but you will be able to start another operation or close the main program 
window. In the latter case, the program will continue working in the background and will 
automatically close once the backup archive is ready. If you prepare some more backup 
operations, they will be queued after the current one. 
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You can adjust the backup process priority. To do so, click on the process icon in the 
System Tray and select Low, Normal, or High priority from the menu that appears. For 
information on how to set the default priority, see 6.3.6  Backup performance. 

11. You may want to see the log when the task is completed. To view the log, click the 
Show Operation Logs button on the toolbar. 

 

If you burn an archive to multiple removable media, be sure to number them, since you 
will have to insert them in order during the restoration. 

 

6.2  Backing up disks and partitions (image backup) 
1. Start the Create Backup Wizard by clicking on the backup operation icon in the main 
program window. 

 

2. Select My Computer. 

 

3. Select disks, partitions or dynamic volumes to back up. You can select a random set of 
disks, partitions and dynamic volumes. 
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If you do not have enough space to store the backup on your hard disk, the program will 
warn you and wait for your decision as to how you plan to fix the problem. You can try to 
free some additional space and continue or click Back and select another disk.  

When backing up to a diskette, CD-R/RW or DVD+R/RW: Acronis True Image Echo 
Workstation will ask you to insert a new disk when the previous one is full. 

Alternatively, you can select Fixed size and enter the desired file size or select it from 
the drop-down list. The backup will then be split into multiple files of the specified size. 
That comes in handy when backing up to a hard disk with a view to burning the archive 
to CD-R/RW or DVD+R/RW later on. 

 

Creating a backup directly on CD-R/RW or DVD+R/RW generally will take considerably 
more time than it would on a hard disk. 

6.3.9  File-level security settings 
Preserve files’ security settings in archives 

By default, files and folders are saved in the archive with their original Windows security 
settings (i.e. permissions for read, write, execute and so on for each user or user group, 
set in file Properties -> Security). If you restore a secured file/folder on a computer 
without the user account, specified in the permissions, you may not be able to read or 
modify this file. 

You can disable preserving the files’ security settings in archives to completely eliminate 
this kind of problem. Then the restored files/folders will always inherit the permissions 
from the folder to which they are restored (parent folder or disk, if restored to the root). 

Alternatively, you can disable files’ security settings during restoration, even if they are 
available in the archive (see 7.4.5  File-level security settings below). The result will be 
the same - the files will inherit the permissions from the parent folder. 

In archives, store encrypted files in decrypted state 

The preset is disabled. 

Simply ignore this option if you do not use the encryption feature available in Windows 
XP. (Files/folders encryption is set in Properties -> General -> Advanced Attributes 
-> Encrypt contents to secure data). 

Check the option if there are encrypted files in the backup and you want them to be 
accessed by any user after restore. Otherwise, only the user who encrypted the 
files/folders will be able to read them. Decryption may also be useful if you are going to 
restore encrypted files on another computer. 

These options relate only to file/folders backup. 

6.3.10  Media components 
The preset is disabled. 

When backing up to removable media, you can make this media bootable by writing to it 
additional components. As a result, you will not need a separate rescue disk. 

Choose the basic components necessary for boot and restoring data on the General tab. 

The Acronis One-Click Restore is a minimal addition to the image archive, stored on 
removable media, allowing one-click disk recovery from this archive. This means that at 
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boot from the media and clicking “restore” all the data contained in the image will be 
silently restored. 

 

Because the one-click approach does not presume user selections, such as selecting 
partitions to restore, Acronis One-Click Restore always restores the entire disk. Therefore, 
if your disk consists of several partitions and you are planning to use Acronis One-Click 
Restore, all the partitions must be included in the image. Any partitions missing from the 
image will be lost. 

If you want more functionality during restoration, write a standalone version of Acronis 
True Image Echo Workstation to the rescue disk. Then you will be able to configure 
the restore task using Restore Data Wizard, use Acronis Active Restore or Acronis 
Universal Restore. 

The Advanced tab lets you select full, safe or both Acronis True Image Echo Workstation 
loader versions. The safe version does not have USB, PC card or SCSI drivers and is 
useful only in cases where the full version does not load. If you want the computer, 
booted from the media to be accessible for remote control with Acronis True Image 
Management Console, add Acronis Bootable Agent to the media. If you have other 
Acronis products, such as Acronis Disk Director Suite, installed on your computer, the 
bootable versions of these programs’ components will be offered as Advanced as well. 

6.3.11  Error handling 
1. Ignore bad sectors   

The preset is disabled. 

With the default setting, the program will display a pop-up window each time it comes 
across a bad sector and ask for user decision whether to continue or stop the backup 
procedure. In order to back up the valid information on a rapidly dying disk, enable 
ignoring bad sectors. The rest of the data will be backed up and you will be able to mount 
the image and extract valid files to another disk.  

2. Do not show messages and dialogs while processing (“silent” mode) 

The preset is disabled. 

Corporate administrators need an option to continue a back up despite any errors that 
might occur without the system popping up an error box. Details of the operation, 
including errors, if any, could be found in the operation log. 

With the silent mode enabled, the program will not display interactive windows. Instead, 
it will automatically handle situations requiring user intervention such as running out disk 
space (except for handling bad sectors, which is defined as a separate option.) No 
prompts will be displayed, including those for removable media or overwriting data on a 
tape. If an operation cannot continue without user action, it will fail. 

Therefore, enable this feature if you do not want unattended backup operations hang on 
pop-ups and errors.  

3. If an error occurs, re-attempt in (minutes) 

The preset is enabled. 

When the backup destination location on the network is not available or not reachable, 
the program will attempt to reach the location at the specified time interval. 
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6.3.12  Dual destination backup 
The preset is disabled. The option is available only if the backup is destined for the 
Acronis Secure Zone. 

If enabled, the program will automatically place a copy of each backup being created in 
Acronis Secure Zone on a local drive or network share. The consistency of the external 
archive copy is maintained automatically. After a backup is saved to the Acronis Secure 
Zone, the program compares the updated archive contents to the copy contents, and if 
some backups are missing from the copy, they will be copied to the external location 
along with the new backup.  

In addition to enhancing the archive security provided with replication, this feature allows 
traveling users to keep a consistent copy of the laptop data both on the laptop and the 
corporate server. When the network is not available, the program will back up data to 
Acronis Secure Zone alone. When connected again, all changes made to the archive will 
be transferred to the copy during the first backup operation. 

The feature provides quick desktop backup to the internal drive as an intermediate step 
before saving the ready backup on the network. This comes in handy in cases of slow or 
busy networks and time-consuming backup procedures. Disconnection during the copy 
transfer will not affect the backup procedure as opposed to backing up directly to the 
remote location. 

 

Even if a password is set for the Acronis Secure Zone, the copy archive will not be 
protected with the password.  

6.3.13  Wake On LAN 
This option is available only for tasks created by the Acronis Group Server.  

The preset is Enable Wake On LAN. 

With this setting, Acronis Group Server will send a magic packet to the remote computer 
network interface card (NIC) before starting backup. (A magic packet is a packet that 
contains 16 contiguous copies of the receiving NIC's Ethernet address.) This will power on 
the computer for running the backup task. Once the backup procedure is over, the 
computer can go to sleep if it times out. 

Before using the feature, make sure that Wake On LAN is enabled both on the computers 
that you intend to back up and the Acronis Group Server. 

To enable the Wake On LAN feature on a computer to be backed up: 

1. Enter the computer BIOS and set Power -> Wake On PCI PME -> Power On. 

2. Set the NIC properties on the computer as follows. 

Control Panel -> System -> Device Manager -> Network adapters -> select the NIC -> 
Properties -> Advanced: 

Enable PME -> Enabled 

Wake On Link Settings -> OS Controlled 

Wake On Settings -> Wake On Magic Packet. 

3. Find out the computer MAC address (Local Area Connection -> Status -> Support -> 
Details -> Physical Address.) 

4. Repeat steps 1-3 for all computers you wish to wake on LAN. 
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To enable the Wake On LAN option on the Acronis Group Server: 

1. Find the computer to be backed up in the list of computers. 

2. Select the computer and enter its MAC address in the Acronis Group Server (sidebar -> 
Computer details -> MAC address: Set -> type the hex MAC address as XXXXXXXXXXXX 
or XX-XX-XX-XX-XX -> click OK). The program will test the MAC address for validity and 
display the test result.  

3. Repeat steps 1-2 for all computers you wish to wake on LAN. 

4. Schedule a group backup task for the above computers. When setting the backup 
options, ensure that the Wake On LAN option is enabled. Any computer that is asleep as 
the task starts will be powered on for running the task.   

6.3.14  Additional settings 
1. Validate backup archive upon operation completion 

The preset is disabled. 

The program will check integrity of the just created or supplemented archive immediately 
after backup when enabled. 

 

To check archive data integrity, you must have all incremental and differential backups 
belonging to the archive and the initial full backup. If any of successive backups is 
missing, validation is not possible.  

2. Overwrite data on a tape without user confirmation 

The preset is enabled. 

When pulling a tape from the Imported media pool, Acronis True Image Echo Workstation 
will warn that you are about to lose data on the tape. To disable this warning, check the 
middle box. 

3. Ask for first media while creating backup archives on removable media 

The preset is enabled. 

You can choose whether to display the Insert First Media prompt when backing up to 
removable media. With the default setting, backing up to removable media may be not 
possible if the user is away, because the program will wait for someone to press OK in 
the prompt box. Therefore, you should disable the prompt when scheduling a backup to 
removable media. Then, if the removable media is available (for example, CD-R/RW 
inserted), the task can run unattended. 

4. Reset archive bit 

The preset is disabled. The option relates only to file-level backup. 

In Windows operating systems, each file has an attribute File is ready for archiving, 
available at selecting file -> Properties -> General -> Advanced -> Archive and 
Index attributes. This attribute, also known as archive bit, is set by the operating 
system each time the file is changed and can be reset by backup applications each time 
they include the file in a backup copy. Archive bit value is used by various applications 
such as databases.  

With Reset archive bit enabled, Acronis True Image Echo Workstation will reset archive 
bits of all files being backed up. Acronis True Image Echo Workstation itself does not use 
the archive bit value. When performing incremental or differential backup, it determines 
whether a file has changed by the file size and the date/time when the file was last saved. 
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The backup process will run concurrently with your commands if you uncheck the Do not 
perform operations until the commands execution is complete box, which is 
checked by default. 

7.4.4  Restoration priority 
The default setting – Low. 

The priority of any process running in a system determines the amount of CPU usage and 
system resources allocated to that process. Decreasing the restoration priority will free 
more resources for other CPU tasks. Increasing of restoration priority may speed up the 
restore process due to taking resources from the other currently running processes. The 
effect will depend on total CPU usage and other factors. 

7.4.5  File-level security settings 
The preset is Restore files with their security settings. 

If the files’ security settings were preserved during backup (see 6.3.9  File-level security 
settings), you can choose whether to restore files’ security settings or let the files inherit 
the security settings of the folder where they will be restored. 

This option is effective only when restoring files from file/folders archives. 

7.4.6  Specifying mass storage drivers 
This option appears only in those computers’ options, where Acronis Universal Restore is 
installed.  

 

Acronis Universal Restore is an option to Acronis True Image Echo Workstation. It should 
be purchased separately and installed from a separate setup file. For more information 
see 3.7  Acronis Universal Restore. 

 
Here you can specify a path to the driver repository on a network drive or CD where 
Acronis Universal Restore will search for drivers at restoring a system disk on dissimilar 
hardware. If several paths are specified, the program will scan all locations and choose 
the most suitable driver. 
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Chapter 8.  Scheduling tasks 
Acronis True Image Echo Workstation allows you to schedule periodic backup and archive 
validation tasks. Doing so will give you peace of mind, knowing that your data are safe. 

You can create more than one independently scheduled task. For example, you can back 
up your current project daily and back up the application disk once a week.  

 
All the scheduled tasks appear in the Scheduled Tasks window, where you can start, 
stop, edit, delete and rename them. To navigate to the Scheduled Tasks window, click 
Tasks in the Manage Tasks group or select the Task Scheduling category on the 
sidebar. 

8.1  Creating scheduled tasks 
1. To start the Schedule Task Wizard, click Create on the Scheduled Tasks window 
toolbar or select Operations -> Schedule Task from the main menu. 

2. Choose the Backup or Validate operation. If the latter is the case, choose the archive 
in the next window and you will be taken straight to step 4. 

3. If backup is your choice, configure a backup task in the usual way (see Chapter 6.  
Creating backup archives). If you choose to create the backup archive on a network drive, 
enter a user name and a password for the drive access. 

4. Set the task execution periodicity. 
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• Manually later – the task will be saved, but not launched automatically. You will be 

able to launch it later by clicking Run in the Scheduled Tasks window 

• Daily – the task will be executed once a day or once in several days 

• Weekly – the task will be executed once a week or once in several weeks on the 
selected day 

• Monthly – the task will be executed once a month on the selected day 

• One time only – the task will be executed once at the specified time and day 

• Free disk space change – the task will be executed when the free disk space 
changes by the specified amount 

• When my computer starts – the task will be executed at every OS startup 

• When I log on – the task will be executed each time the current user logs in to the 
OS 

• When my computer shuts down – the task will be executed before every 
computer shutdown or reboot 

• When I log off – the task will be executed each time the current user logs off of the 
OS. 

 

Some of these options might be disabled depending on the operating system. 

5. Specify the task start time and other schedule parameters, according to the selected 
periodicity (see 8.1.1 - 8.1.5). 

6. Next you will have to specify the name of the user who owns the executed task; 
otherwise no scheduled execution will be available. 
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In the upper field, enter a user name. Enter a password twice in two fields below. 

7. At the final step, the task configuration is displayed. Up to this point, you can click 
Back to make changes in the created task. If you click Cancel, all settings will be lost. 
Click Finish to save the task. 

8. The task schedule and default name appear in the Scheduled Tasks window. You can 
rename the task, if need be. 

8.1.1  Setting up daily execution 
If you select daily execution, set the Start time and days on which you want to execute 
the task: 

• Every day 

• Weekdays 

• Every х days – once in several days (specify the interval). 

• Repeat task every – set this if the task must be performed several times a day. 
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extracts the partition type from the image. For the primary 
partition, the type will be set as follows: 
- if the target disk is the 1st according to BIOS and it has not other 
primary partitions, the restored partition will be set active 
- if the target disk is the 1st according to BIOS and there are other 
primary partitions on it, the restored partition will be set logical 
- if the target disk is not the 1st, the restored partition will be set 
logical. 

/preserve_mbr When restoring a partition over an existing one, the target partition 
is deleted from the disk along with its entry in the target disk MBR. 
Then, with the /preserve_mbr option, the restored partition’s entry 
will occupy the upper empty position in the target disk MBR. Thus, 
the target disk MBR is preserved. If not specified, the restored 
partition’s entry will occupy the same position as in the source disk 
MBR saved in the image. If the position is not empty, the existing 
entry will be moved to another position. 

The following options are available when using the Acronis Universal Restore add-on to Acronis True 
Image Echo Workstation. For more information see 3.7  Acronis Universal Restore. 

/ur_path:[path] 
/ur_username:[user] 
/ur_password:[pwd] 

Specifies using Acronis Universal Restore and the path to the drivers 
storage. 

/ur_driver:[inf-filename] Specifies using Acronis Universal Restore and the mass-storage 
driver to be installed. 

filerestore 

/target_folder:[target 
folder] 

Specifies a folder where folders/files will be restored (a target 
folder). If not specified, the original path is re-created from the 
archive. 

/overwrite:[older | never 
| always] 

This option allows you to keep useful data changes made since the 
backup being restored was done. Choose what to do if the program 
finds in the target folder a file with the same name as in the 
archive: 
older – this will give the priority to the most recent file 
modification, whether it be in the archive or on the disk. 
never – this will give the file on the hard disk unconditional 
priority over the archived file. 
always – this will give the archived file unconditional priority 
over the file on the hard disk. 
If not specified, the files on the disk will always be replaced 
with the archived files. 

/restore_security:[on | 
off] 

Specifies whether to restore files’ security attributes (default) or the 
files will inherit the security settings of the folder where they will be 
restored. 

/original_date:[on | off] Specifies whether to restore files’ original date and time from the 
archive or assign the current date and time to the restored files. If 
not specified, the current date is assigned. 
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consolidate 

/target_filename:[file 
name] 

Specifies the path to and name of the archive copy to be created. If 
there are two or more backups (pits) in the copy, numbers will be 
added to their names. 

/include_pits:[pits 
numbers] 

Specifies the backups (pits) to be included in the archive copy. To 
get the numbers of pits, use /pit_info. Separate multiple values 
with semicolon, for example: 

/include_pits:2,4,5 

/net_src_user:[username] Specifies the username for logon to network share to access the 
source archive 

/net_src_user:[password] Specifies the password for logon to network share to access the 
source archive 

/net_user:[username] Specifies the username for logon to network share to save the 
resulting archive 

/net_user:[password] Specifies the password for logon to network share to save the 
resulting archive 

convert 

/target_filename:[file 
name] 

Specifies the path to and name of the virtual disk file to be created. 
The file extension corresponds to the type of the virtual machine to 
which the virtual disk will be added: 
VMware virtual machine - .vmdk 
MS virtual machine and Citrix XenServer - .vhd 
Parallels virtual machine - .hdd. 

/harddisk:[disk number] Specifies the hard disks to convert by numbers. For each disk, a 
separate virtual disk will be created. 
By specifying 

 /harddisk:DYN 

you will convert all dynamic volumes that present in the system.  

/vm_type:[vmware|esx|Micro
soft|parallels] 

The type of the virtual machine to which the virtual disk will be 
added. 

/ur Use when converting image of a disk, containing Windows, and the 
resulting virtual disk is supposed to be bootable. With this key, the 
program will add drivers, necessary for the virtual machine type 
selected with /vm_type key, to the resulting virtual disk. If the 
image was taken from a virtual machine of the same type, normally 
the key is not needed.  
Drivers for the virtual machine reside in the storage, defined by the 
registry key 
HKEY_LOCAL_MACHINE\SOFTWARE\Acronis\UniversalRestore\Drive
rsPackPath. In case the storage has been moved, please change the 
key or use the command /ur_path:[path]. 

/ur_path:[path] The same as /ur with custom path to the virtual machine drivers 
storage. 
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list 

/filename:[file_name] With this option, the image contents is displayed.  
When listing image contents, partition numbers may not coincide 
with those in the drives/partitions list, if the image does not contain 
all the disk partitions. For example, if the image contains partitions 
2-3 and 2-5, they will be listed as 2-1 and 2-2.  
If the deploy /partition command cannot find a partition in the 
image by its physical number, use /partition:<number in the 
image> /target_partition:<physical number of the target 
partition> keys. For the above example, to restore partition 2-5 
to its original place use: 
/partition:2-2 /target partition:2-5. 

explore 

/partition:[partition 
number] 

Specifies a list of partitions to be mounted as virtual drives. Without 
this option, all partitions stored in the image will be mounted.  
To obtain the partition number for this option, list the image 
contents with the /list/filename command an use the number 
from the Idx column. 

/letter Assigns letters to the mounted drives. This option is used with 
/partition option only. 

unplug 

/letter:X Specifies the virtual drive to be disconnected by letter. 

/letter:all Disconnects all virtual drives. 

asz_create 

/harddisk:X Specifies the hard disk number where the Acronis Secure Zone will 
be created. 

/partition:[partition 
number] 

Specifies partitions from which free space will be taken for Acronis 
Secure Zone. 

/size:[ASZ size in sectors 
| unallocated] 

Sets the Acronis Secure Zone size (in sectors). 
If not specified, the size is set as an average between the maximal 
(unallocated space plus free space on all partitions selected with the 
/partition option) and minimal (about 35MB) values. 
Either way, the program will first use the unallocated space. If there 
is not enough unallocated space, the selected partitions will be 
decreased. Resizing of locked partitions requires a reboot. 
With “unallocated”, the zone will use all unallocated space on the 
disk. Partitions will be moved, if necessary, but not resized. Moving 
of locked partitions requires a reboot. The /partition option is 
ignored. 

/asz_activate Activates the Acronis Startup Recovery Manager. The option will not 
take effect if the system partition is resized during Acronis Secure 
Zone creation. In that case, use the separate /asz_activate 
command. 

asz_activate 

/password:[password] Sets a password for the Acronis Secure Zone. 
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asz_delete 

/partition:[partition 
number] 

Specifies partitions to which free space will be added after the 
Acronis Secure Zone is deleted. If you specify several partitions, the 
space will be distributed proportionally to each partition’s size. 

clone 

/harddisk:[disk number] Specifies a source hard disk which will be cloned to the new hard 
disk. 

/target_harddisk:[disk 
number] 

Specifies the target hard disk number where the source hard disk 
will be cloned. 

16.1.4  trueimagecmd.exe usage examples  
1. Image disks and partitions 

trueimagecmd /create /filename:"C:\Test\1.tib" /partition:2-
1,1-3 

• This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be 
saved to the C:\Test\ folder. 

trueimagecmd /create /asz /partition:2-1,1-3 

• This will create an image of the partitions 2-1 and 1-3 in the Acronis Secure Zone. 

trueimagecmd /create /filename:"\Test\1.tib" /partition:2-
1,1-3 /file_partition:3-1 

• This will create an image named 1.tib of the partitions 2-1 and 1-3. The image will be 
saved in the folder \Test on partition 3-1. 

trueimagecmd /create /filename:"C:\Test\1.tib" 
/password:qwerty /harddisk:2 /reboot /raw /incremental 
/compression:5 /split:640 /progress:off 

• This will append an incremental image to the image named 1.tib of hard disk 2. The 
image will be saved to C:\Test\ folder, protected with password “qwerty”, split into 
parts of 640MB, and contain all cluster data. Image compression level is 5. The 
computer will be rebooted after the operation is completed. 

trueimagecmd /create /partition:2-1 
/filename:\\server1\folder\arc.tib /net_user:user1 
/net_password:pw1 /log:\\server2\dir\log1.log 
/log_net_user:user2 /log_net_password:pw2 

• This will create an image of partition 2-1 named arc.tib in the shared folder 
\\server1\folder. The operation log file log1.log will be saved on another share 
\\server2\dir\. Credentials for both shares are provided. 

trueimagecmd /create /partition:2-1 
/filename:ftp://server/folder/archive.tib /ftp_user:usr1 
/ftp_password:pswd1 

• This will create an image of partition 2-1 in the archive.tib file located on the FTP 
server.  

2. Restore disks and partitions 

trueimagecmd /deploy /filename:"C:\Test\1.tib" /partition:2-1 
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• This will restore partition 2-1 from image 1.tib. 

trueimagecmd /deploy /filename:"C:\Test\1.tib" 
/password:qwerty /harddisk:2 

• This will restore hard disk 2 from image 1.tib, protected with password ‘qwerty’. 

trueimagecmd /deploy /filename:"C:\Test\1.tib" /partition:2-1 
/target_partition:1-1 

• This will restore partition 2-1, stored in image 1.tib, to partition 1-1. 

trueimagecmd /deploy /filename:"C:\Test\1.tib" /partition:2-1 
/target_harddisk:3 /start:63 /size:64000 /type:logical 

• This will restore partition 2-1, stored in image 1.tib, to hard disk 3. A new logical 
partition will be created on disk 3 from 63 to 64000 sector. 

trueimagecmd /deploy /filename:z:\Server30Cdrive.tib 
/partition:1-1 /target_partition:2-1 /type:active 
/password:123qwe 

• This will restore partition 1-1, stored in image Server30Cdrive.tib, protected with 
password ‘123qwe’, to partition 2-1. The restored partition will be of active type. 

trueimagecmd /deploy_mbr /harddisk:1 /asz:2 /index:3 
/password:pswd 

• This will restore MBR from the image of hard disk 1 to the same hard disk 1. The 
image is contained in the backup 3rd created in the archive number 2, located in 
Acronis Secure Zone that is protected with the ‘pswd’ password.  

trueimagecmd /deploy_mbr /harddisk:1 /target_harddisk:2 
/filename:ftp://server/folder/arc.tib /ftp_user:fuser 
/ftp_password:fpswd 

• This will restore MBR from the image of hard disk 1 to the hard disk 2. The image is 
contained in the arc.tib file located on the FTP server. 

3. Back up files 

trueimagecmd /filebackup /filename:E:\Backups\Myproject.tib 
/include:D:\Workarea\MyProject /exclude_names: 
D:\Workarea\MyProject\Old /exclude_hidden 

• This will back up files from the MyProject folder residing in D:\Workarea, except for 
files in the Old subfolder and hidden files, to the file Myproject.tib and save this file in 
E:\Backups folder. 

4. Restore files 

trueimagecmd /filerestore /filename:E:\Backups\Myproject.tib 
/original_date 

• This will restore all files from E:\Backups\Myproject.tib to the original folder and 
assign the files the original date and time. Since the /overwrite option is not 
specified, the latest files modifications will be replaced with the original ones. 

5. Consolidate backups 

trueimagecmd /pit_info /filename:\\smbsrv\Archives\Kons.tib 

150                                                                                 Copyright © Acronis, Inc., 2000-2008 



 

• This will display the numbered list of backups, contained in the archive Kons.tib 
residing on the network share \\smbsrv\Archives\. 

 
trueimagecmd /consolidate 
/filename:\\smbsrv\Archives\Kons.tib 
/target_filename:D:\Kons_new.tib /include pits:2,4,5 

• This will create on the disk D: an archive consisting of three files Kons_new.tib, (pit 2 
of the archive \\smbsrv\Archives\Kons.tib, former \\smbsrv\Archives\Kons2.tib) 
Kons_new2.tib (pit 4, former \\smbsrv\Archives\Kons4.tib) and Kons_new3.tib (pit 5, 
former \\smbsrv\Archives\Kons5.tib). 

6. Convert an image to virtual disk 

trueimagecmd /convert /filename:C:\MyBackup.tib 
/target_filename:C:\MyHDD.vmdk /vm_type:vmware /harddisk:1,3 

• This will convert images of disks 1 and 3, contained in the file C:\MyBackup.tib, to the 
virtual disks C:\MyHDD.vmdk and C:\MyHDD2.vmdk for using with VMware type 
virtual machines. 

7. List 

trueimagecmd /list 

• This will list available partitions. 

trueimagecmd /list /asz 

• This will list contents of the latest image located in Acronis Secure Zone. 

8. Acronis Secure Zone: managing backups by archive numbers 

trueimagecmd /asz_content 

• This will list the Acronis Secure Zone size, free space and contents. 

 
In our example, the Acronis Secure Zone contains two archives. The older archive #1 
consists of one full (base) file-level backup created on 4/2/2007 at 3:52. The second 
archive contains a base file-level backup with two increments. You can restore data from 
any backup as follows:  
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trueimagecmd /filerestore /asz:2 /index:2 /target_folder:e: 

• This will restore files and folders from the backup created on 4/4/2007 at 6:31 PM 
with their original paths to the root of partition E. 

trueimage /list /filename:asz://2 /index:3 /password:aszpw 

which is equal to: 

trueimagecmd /list /asz:2 /index:3 /password:aszpw 

• This will list content of the backup 3rd created in the archive number 2, located in 
Acronis Secure Zone that is protected with the ‘aszpw’ password. 

9. Acronis Secure Zone: managing backups by file names 

trueimagecmd /asz_files /password:aszpw 

• This will list the Acronis Secure Zone size, free space and contents using generated 
filenames. 

  
In our example, the Acronis Secure Zone contains three archives.  

The archive AAA2 (2 stands for number of backups in the archive) consists of: 

- full (base) image backup created on 2/16/2007 at 3:43 

- incremental backup created on 4/25/2007 at 11:44.  

The archive FAAA (F means that this is a file-level archive) contains one base file-level 
backup.  

The archive FAAB2 (B means that this is the second file-level archive in the zone) consists 
of: 

- full (base) file-level backup created on 8/14/2007 at 2:17 

- incremental backup created on 8/14/2007 at 2:19.  

trueimagecmd /filerestore /filename:asz//FAAA 
/target_folder:e: /password:aszpw 

• This will restore files and folders with their original paths from the sole base backup 
FAAA to the root of partition E. 

 

10. Acronis Secure Zone: deleting backups 

trueimagecmd /asz_delete_files /password:aszpw 
/filename:FAAB.tib 

• This will delete the most recent backup in the FAAB archive.  
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In our example (7), the incremental backup created on 8/14/2007 at 2:19 will be deleted.  

The next execution of the same command will delete the base FAAB backup. By 
continuing with the FAAA and AAA names, you can clear the Acronis Secure Zone except 
for the last remaining base backup that cannot be deleted. 

11. Clone 

trueimagecmd /clone /harddisk:2 /target_harddisk:3 

• Clone hard disk 2 to hard disk 3. 

12. Explore image 

trueimagecmd /explore 
/filename:\\myserver\backup\mybackup.tib /net_user:john 
/net_password:qwerty 

• This will connect all images, stored in file mybackup.tib on the network drive, as 
virtual drives. 

16.1.5  Command-line mode usage under DOS 
For use in the MS-DOS-compatible environments Acronis True Image Echo Workstation 
includes the TrueImageCmdDos.exe utility. It is located in a folder where Acronis True 
Image Echo Workstation has been installed, by default it is C:\Program 
Files\Acronis\TrueImageEchoWorkstation. 

16.2  Scripting 

16.2.1  Script execution parameters 
Scripts are executed by the TrueImageTerminal.exe utility located in the Acronis True 
Image Echo Workstation installation folder (i.e. C:\Program 
Files\Acronis\TrueImageEchoWorkstation). This utility is also used to monitor backup 
progress. 

TrueImageTerminal execution parameters: 

TrueImageTerminal.exe [arguments] 

Arguments include the following: 

/help – outputs help information about TrueImageTerminal.exe parameters. 

/progress – outputs progress of backup operations run either from Acronis True Image 
Echo Workstation graphics user interface, or from the script. 

/execute: [script file name] – executes a script. If there are several scripts to be 
executed, they are queued. An example for executing MyBackup.tis script: 

TrueImageTerminal.exe /execute:C:\MyBackup.tis 

/nowait – an optional script execution argument. Enables to terminate 
TrueImageTerminal before backup is finished. Example: 

TrueImageTerminal /execute:C:\MyBackup.tis /nowait 

 

By pressing Ctrl+C you can force backup progress output off and switch 
TrueImageTerminal to background operation. 
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You can terminate backup operation executed by TrueImageTerminal by pressing 
Ctrl+B. 

16.2.2  Script structure 
Scripts are written in the XML language and you can use the following tags: 

Source. Specifies the partitions or disks to be imaged. Letters assigned to partitions must 
be used without a colon. Disk numbers correspond to their system numbers. To create 
images of several partitions or disks, use the SOURCE tag for each of them, e.g.: 

<source letter =”C” /> 

<source letter =”D” /> 

<source disk =”1” /> 

<source disk =”2” /> 

Target. Specifies the name and the location of an image file, e.g.: 

<target file=“E:\Mybackup2.tib” username=”username” 
password=”password” /> 

username and password parameters are optional. They are used to access networked 
resources. 

As a target for the image files you can indicate CD-R/RW or tape drive. 

Options. This tag can be used with a number of additional parameters: 

Compression: specifies the backup compression level. Can be None, Low, Normal, High. 

Incremental: specifies whether you need to create an incremental image file. If equal to 
”false” (or “0”), a complete image file will be created. If there is already a file with the 
name specified, it will be replaced without warnings. If equal to “true” (or “1”) and there 
is already a file with the name specified, an incremental image will be created. Otherwise 
the program will create a complete image file. The default value for this parameter is 
“true”. 

Description: adds a description to an image file. The comment must be a single string 
(though its length is not limited.) 

Split: splits a large image file into a number of smaller files of the specified size, which 
can be provided in bytes, kilobytes, megabytes, etc. 

Password: adds password protection to an image file. 

16.2.3  Script usage examples 
The following example illustrates the usage of a script to backup two partitions (logical 
drives), C and F. mybackup2.tib is specified as an incremental image file. High 
compression level is selected and the image is to be split into 650MB parts for recording 
to CD-R/RW media. Password protection will also be added. The entire script must be 
located between the <backup> and </backup> tags. 

<? xml version="1.0" encoding="utf-8" ?> 

<backup> 

<source letter ="c" /> 
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<source letter ="f" /> 

<target file="e:\mybackup2.tib" /> 

<options compression="high" incremental="true" 
description="this is my backup" split="650 Mb" password="" /> 

</backup> 

The script for backing up to tape (tapeN specifies the tapes numbers): 

<? xml version="1.0" encoding="utf-8" ?> 

<backup> 

<source letter =”c” /> 

<source letter ="f" /> 

<target cdrw="\taperecorder\\\.\tape0|||” /> 

<target cdrw="\taperecorder\\\.\tape1|||” /> 

<options compression="high" incremental="true" 
description="this is my backup" /> 

</backup> 

 




